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Breaking from the Digital Flock:
Responding to Litigation Involving
Electronically Stored Information

By Jason M. Shinn

Introduction

Winston Churchill observed, “In war, there
1s no guarantee of success. But we can make
sure we deserve it.” This advice is especial-
ly appropriate with respect to responding
to existing and proposed changes concem-
ing how electronically stored information
involved in litigation or regulatory investiga-
tions is handled. These changes are reflected
in the recently amended Federal Rules of
Civil Procedure, which introduced electroni-
cally stored information (ESI) as a co-equal to
paper documents, Michigan is also propos-
ing to substantially adopt these rules.! Fur-
ther, these changes are taking place as more
litigation turns on ESI, and increasin g legisla-
tion directly targets ESI?

But if a survey® of 422 national and inter-
national companies is an accurate indication
of how companies are prepared to respond
to the preceding changes affecting ESI, then
there is much cause for alarm.

For example, the survey found:

The ability to handle difficull e-dis-
covery matters is a source of concern
for most organizations surveyed,

Just 19% of respondents consider

their companies to be well prepared

for e-discovery issues, while the vast

majority (81%) report being not at all

prepared to only somewhat prepared *
Unfortunately, such concerns are not reserved
for large corporations. Courts are increas-
ingly unsympathetic to “smaller” compa-
nies that are unprepared to respond to these
challenges. As one court noted in granting a
motion to compel production of e-mails and
databases, “... the Court expects that [defen-
dant] will make all reasouable efforts to comply
with its discovery Orders including, if necessary,
retamning additional IT professionals to search
electronic databases and adding additional attor-
neys to perfornt document review.”*

In short, the “I do not have enough re-
sources” defense to meet the legal obligations
pertaining to ESl is not going to be acceptable
to courts.” For better or worse, ESI under the

federal rules may have a significant impact
on companies and their attorneys.

This article provides a brief overview of
this impact and what consequences compa-
nies face if ESI issues are not properly ad-
dressed. It further provides an overview of
steps that may be taken to avoid or minimize
these consequences by leveraging opportuni-
ties under certain provisions of the amended
Federal Rules of Civil Procedure.

The Case for Pre-litigation
Planning to Address ESI

In General

Many businesses are reluctant to expend
resources when there is no clear return on
investment because something, ie, litiga-
tion, has not yet happened. Companies that
choose to see litigation as entirely separate
from their core business function may miss
an opportunity to not only significantly mini-
mize litigation risks and burdens but also to
improve core business functions. Alterna-
tively, companies can accept that litigation
and investigations are a cost of doing busi-
ness and identify and understand the risks
and opportunitics within the changing legal
landscape.

Increased Litigation Risks Created by ESI
The headlines and cases are littered with
companies that ignored or were otherwise
unable to meet their ESI obligations in litiga-
tion.” Failing to meet ESI obligations results
in significant increases in litigation costs,*
weakened legal positions due to adverse jury
instructions” or the exclusion of witness tes-
timony,'" limiting the cross examination at
trial of experts,” puts confidential, private,
and proprietary company information at risk
to unnecessary exposure,” and may result in
judicial sanctions," financial sanctions,”* and
default judgments.”® Many of these risks may
extend to organizations that are not parties
to litigation but still must respond to subpoe-
naed information,
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[E|]ven where
ESI is limited
to a few
individuals,
it quickly
escalates the
amount of
information
that must

be reviewed
and analyzed.
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Failing to properly address ES| may also
limit a party’s ability to support or defend
against a dispositive motion. Assume a hy-
pothetical motion for summary disposition
is filed under MCR 2.116{C)(10}. This motion
requires a court to consider the substantively
admiissible evidence proffered in support or
opposition to the motion.” Such a motion
supported by ESI, however, raises unique ad-
missibility issues, For example, in Lorraine v
Markel American Ins,”® the court denied cross-
motions for summary judgment purportedly
supported by ESI because the parties failed
to present substantively admissible ES."

The Lorraine court noted, “[gliven the per-
vasiveness today of electronically prepared
and stored records, as opposed to the manu-
ally prepared records of the past, counsel
must be prepared to recognize and appropri-
ately deal with the evidentiary issues associ-
ated with the admissibility of electronically
generated and stored evidence,”® Obviously
a party or a court opposing a dispositive mo-
tion could make similar arguments regarding
a dispositive motion supported by ESL

Thus, litigants and their counsel must
be prepared to take proactive steps to meet
challenges relating to the preservation and
admissibility of ESI at any stage of the liti-
gation and understand the consequences of
failing to do so.

Increased Litigation Costs Created by ESI

In addition to the judicial risks of failing to
plan for litigation involving ESI, there are
increased costs of litigation where ESI is
involved. To illustrate this point, consider
that an average desktop PC’s hard drive is
500 gigabyvtes, which equals roughly 500
pickup trucks filled with books.”! Now mul-
tiply this number by the number of comput-
er users in a particular company —or even
department—and it is easy to understand
how much information may be initially at
issue, It is common for a terabyte (i.e., 500 bil-
lion typewritten pages) of ESI to be involved
in a large civil litigation or governmental
investigation.® But experience has shown
that even where ESI is limited to a few indi-
viduals, it quickly escalates the amount of
information that must be reviewed and ana-
lyzed. For example, the cost for the retrieval
and review of a sampling of e-mails for seven
former employees and two managers totaled
542,892 42 in on-going litigation,”

Further, the unique nature of ESI imposes
risks and costs on a company’s preservation

obligations. First, ESI is intangible and dy-
namic, making it in some instances available
only for an “evanescent time period”** and
thus difficult to preserve, Second, routine
business processes often automatically create
storage space for other uses without regard
for the preservation of discoverable informa-
tion.” Also, some types of ESI —such as meta-
data or embedded data® —are not apparent
to the ordinary user and are easily changed,
intentionally or otherwise,

These factors have resulted in an unsatis-
fying mechanical legal mantra of “preserve
everything” in response to litigation.” While
it has been argued whether such a response
is required,” it will generally be a prudent
initial response to take reasonable, good faith
efforts to preserve the ESI universe™ until it
is assessed against what is discoverable in
the litigation and, therefore, what actually
must be preserved.”

Failing to make this analysis, however, is
simply not an option for many companies.”
And until the scope of preservation is deter-
mined, companies will likely incur unneces-
sary costs related to preservation. Also, from
a judicial perspective, an open-ended “pre-
serve everything” order is not desirable due
to the vast amount of non-discoverable and
redundant ESI that will likely be preserved
with no gains towards resolving the pending
action.”

To move beyond the status quo requires
an understanding of the interplay between
the legal claims at issue, how these claims
relate to ESI, what steps can ethically and le-
gally be taken to cull discoverable ESI from
non-discoverable ESI, and how to best pres-
ent these assertions to the opposing party
and, if necessary, the court. It is inevitable
that litigants will fight this reasoned ap-
proach in an effort to leverage the ESI costs
for defending claims.™ But such opposition
will require courts and attorneys to be even
more mindful of their duty under Fed R Civ
1 to construe the federal rules for the “just,
speedy, and inexpensive determination of
every action.”™

o

Leveraging the “Not Reasonably
Accessible” Designation under
the Amended Federal Rules of
Civil Procedure

A completely risk-free and cost-free strategy
for preserving ESlonce litigation is filed does
not exist. But a company can minimize both
the risks and costs associated with ESI before
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litigation is filed by understanding how pre-
litigation, business-side decisions can effec-
tively gain an advantage using options under
the existing and prospective rules applicable
to discoverable ESL* This is because these
decisions can—in part—be used to demon-
strate why certain categories of ESI would be
unreasonable to retrieve and search due to
undue burden or cost.™

First, before taking action, a company
must assess whether it is presently involved
in litigation or is subject to an investigation.
This assessment must also extend to litiga-
tion or investigation that is reasortably antici-
pated.” If so, then a company's options are
already limited and no further action should
be taken regarding ESI without the advice of
counsel. This is due to the potential for sane-
tions if discoverable information is destroyed
or altered.™

Second, it is important to note that the en-
tire universe of ESI maintained by alitigant is
initially subject to preservation because it will
rarely, if ever, be sorted out from irrelevant
ESI. Furthermore, this universe will likely be
distributed across individual PCs, portable
storage devices, servers, e-mail accounts,
back-up tapes, and PDAs. Thus, a defensible
litigation plan must account for all of these
sources and whittle away the undiscoverable
information, which takes time and resources.
A company, however, that has implemented
aninformation management system (i.e., are-
tention policy) that is regularly enforced has
likely significantly reduced the ESI universe
before litigation begins.™ In this regard, it is
important to note that information destroyed
under a “legitimate”* retention policy will—
under ordinary circumstances —not give rise
to wrongful conduct in subsequent litigation
or investigation.™

Third, companies must make decisions
that maximize their opportunities under the
amended Federal Rules of Civil Procedure.
One of the most important amendments in
this regard is Fed R Civ P 26(b){2)(B), which
provides a company with the opportunity
to unilaterally decide that ESI should not be
discoverable because it is not “reasonably
accessible” due to undue burden or cost.”
Upon successfully making this designation,
the opposing party may be able to convince
the court that "good cause” exists to order
discovery of the inaccessible ESI nonethe-
less.* The court also may impose conditions
before such discovery is allowed.*

39

The obvious advantage to amended Rule
26(b)(2)(B) is that right out of the litigation
gates the amount of ESI at issue may be im-
mediately reduced, which creates a corre-
sponding reduction in litigation costs.® And
even where a court orders the discovery of
information that is “not reasonably acces-
sible,” there is the opportunity to require
the requesting party to pay all or portions
of the discovery costs for obtaining the ESL.*
Another subtle effect of this amendment is
that this discussion is supposed to be shifted to
the beginning of the litigation as part of the
initial disclosures.*” This shift provides the
opportunity to move beyond the "preserve
every byte of ESI” to preservation of likely
discoverable ESL. Failure to address this re-
quirement or reach an agreement may be det-
rimental to both plaintiffs and defendants.®

“Not reasonably accessible” is unde-
fined.¥ Companies and their attorneys,
therefore, must understand how courts have
analyzed this issue to successfully argue that
certain categories of ESI fit this classification.

The most likely target for “not reasonably
accessible” ESI is found on back-up tapes be-
cause these tapes are generally considered
“not reasonably accessible.”™ Back-up tapes
are generally intended only for disaster re-
covery purposes and recycled or overwrit-
ten after their usefulness has expired.” Thus,
back-up tapes are generally nof intended for
record-keeping purposes, ie., preserving
business critical information or regulatory
compliance. For these reasons and because
of the way in which back-up tapes store ESI,
they are arguably “not reasonably acces-
sible.”* But companies are often blindsided
by the impact back-up tapes have on litiga-
tion after it is filed. One company estimated
it would cost $395,944 to restore and process
gight back-up tapes.™ In other litigation, a
defendant argued that it would cost between
£85,000 and $150,000 to restore back-up tapes
that may contain responsive e-mails,*

These costs are usually unnecessary be-
cause experience shows that back-up tapes
are commonly maintained beyond disaster
recovery purposes, i.e, non-business criti-
cal and regulatory compliance preservation
purposes. But once a company is involved in
litigation, it must take steps to preserve its
existing ESI, including collections of back-
up tapes that would have and should have
been overwritten under a company’s relen-
tion policy.” In other words, when litigation
arises, a company cannot retroactively apply

The obvious
advantage to
amended Rule
26(b)(2)(B)

is that right
out of the
litigation
gates the
amount of
ESI at issue
may be
immediately
reduced.


















